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Overview

* We built a distributed interactive debugger (DDB) on top of GDB.
* Experimental VSCode extension for the GUL
* Integrated with gRPC, Nu, ServiceWeaver, and Quicksand (10-60 LoC).
* Minimal overhead (1-5%) compared to the conventional interactive debugger (GDB).

* 100% localization rate among evaluated cases.
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[terative Instrumentation is the Norm

Adding logging/tracing statements

[ Observe ]—P[ Hypothesize ]—P[ Instrument ]—P[ Re-deploy ]

L[ Collect/Analyze Logs and Traces )—l

Forgot to print a variable? = Repeat the procedure again!
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[terative Instrumentation is the Norm

Adding logging/tracing statements

[ Observe ]—P[ Hypothesize ]—P[ Instrument ]—P[ Re-deploy ]

Collect/Analyze Logs and Traces

Take hours or even days to locate a simple issue 1.

[1] Xiang Zhou, Xin Peng, Tao Xie, Jun Sun, Chao Ji, Wenhai Li, and Dan Ding. Fault Analysis and Debugging of Microservice Systems: Industrial
Survey, Benchmark System, and Empirical Study.
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Looking back at the History

Higher Expertise - - - - - [----°--°---- > Wider Audience

' Beehive 2025 |
| Quicksand 2025 |

Cassandra 2010 [Oriean 2015 | [ Dapr 2019 | [ Eden 2025 |

BigTable Spanner
2006 2012

Azure Function
2016

’________________‘

Hadoop 2006 | Raft 20i4] [ Ray 2018 | [ ServiceWeaver 2023 |
GFS 2003 [ AWS Lambda 2014 ] [ Nu2023 |
e >
e e e e e e e ! Time

Barrier to adopting distributed programming paradigm was high.

Big, Long-term Projects Maintained by a Few Experts
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Looking towards Future

!
Higher Expertise - ------------- - > Wider Audience

[ ]
Azure Func{ion
2016 :

BigTable Spanner
2006 2012

' Beehive 2025 |
| Quicksand 2025 |

Cassandra 2010 | [ Orlean 2015 | [ Diapr 2019 | [ Eden 2025 |

\---------'

Hadoop 2006 (Raft2014] [ Ray20is | [ ServiceWeaver 2023 |
GFS 2003 | AWS Lambda 2014 | i [ Nu2023 |
——— T —— "
\ Time

Ray,s, Daprys, Nuy,s, and ServiceWeaver,,,

General Purpose Distributed Programming Framework

Similar to Single-Process Dev Great for non-experts
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Looking towards Future

!
Higher Expertise - ------------- - > Wider Audience

[ ]
Azure Func{ion
2016 :

BigTable Spanner
2006 2012

' Beehive 2025 |
| Quicksand 2025 |

Cassandra 2010 | [ Orlean 2015 | [ Diapr 2019 | [ Eden 2025 |

\---------'

Hadoop 2006 (Raft2014] [ Ray20is | [ ServiceWeaver 2023 |
GFS 2003 | AWS Lambda 2014 | i [ Nu2023 |
——— T —— "
\ Time

Distributed programming is more accessible.

But debugging experience is still complex!
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How can we also make the distributed debugging experience
more accessible and easier to use for non-experts?

Let’s try interactive debugging!
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The Power of Interactive Debugging

* Easy to follow the execution (e.g., step-in, step-over, step-out).
* Easy to reason about the caller-callee interaction (e.g., backtrace).

* Easy to examine heap/stack on-the-fly (e.g., pause and print).

DDB (Distributed DeBugger)
Bring Interactive Debugging to Distributed Applications!

SOSP 2026, Prague, Czechia
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A Glimpse into DDB!

r->id = 1 21 request->leader_id(), reque
1 22 std::lock_guard<std: :mutex> lock(&m: r->mtx);

r->current_term 1 23

24 // receiver 1. impl
. > 25 if (request->term() < r->current_term) { Executif
Runtlme EXpr Eval 26 response->set_term(value: r->current_term);

request->term()

> [grp_id: 2] raft_node_1 (1 sessions)
> [grp_id: 3] raft_node_2 (1 sessions)

SOSP 2026, Prague, Czechia

\ RUN AND DEBUG: DDB SESSIONS Gr.. G {28

27 response->set_success(value: false); v [grp_id: 1] raft_node_0 (1 sessions)
Vv DDB BREAKPOINTS Flat 28 return Status::0K; > [sid: 1] raft_node_0 ON Y=
> @ [bkpt 1] raft_se... 29 } _ ) |

( . N
ece raft_service.cpp — raft-lab Execution Control
RUN AND DEBUG G+ raft_service.cpp X i > 2 ¥y TO0 8 - CALL STACK o
\ Locals src > G+ raft_service.cpp > { } rafty > (3 RaftService::AppendEntrie v CALL STACK
v s 7 QrpCpp_SYNC_SEer |[Ua=343Z4... PAUSED
> this = 0x58f4d1d2a0.. 1, U R
Vv grpcpp_sync_ser [ti... PAUSED ON STEP
> context = @x74f5000.. 15 Status RaftService::AppendEntries(grpc::ServerC grpepp_sync_ [
! rafty: :RaftService: :AppendEntries@dx00¢
> request = 0x74 = const raftpb-m J #2
Breakpomts raftpb: :AppendEntrie ?777@0x000074f55e69caa4 [lib/x86... 0
7 s = (void) context; :
P, .- - ’ s . ?7?7@0x000074f55e729c6c  [lib/x86... 0
“ WATCH 19 v Groups: 1, 2, 3 |TaUtolzfNRSEENR =/ thissoraftss —-- Called from [tid: 4, sid: 1] ---
20 this->logger->debug(fmt: "{} received AppendEntries |

rafty: :Raft::send_append_entries_rpc@0x

_ . Individual Control
O Session 2 | Thread 100, Frame 0 & Ln17,Col12 UTF-8 {} C++
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A Glimpse into DDB!

~ . N
o0 e raft_service.cpp — raft-lab EXGCUtIOﬂ COﬂth'

RUN AND DEBUG - G raft_service.cpp X i >3 ¥ ToO 08 - CALL STACK O
\ Locals src > G+ raft_service.cpp > { } rafty > (3 RaftService::AppendEntrie v CALL STACK
] Irpcpl

this = @x58f4d1d2a0.. 4,

v grpcpp_sync_ser [ti... PAUSED ON STEP

> SV :
> context = @x74f5000.. 15 Status RaftService::AppendEntries(grpc::Serve
N t - ox74 o const raftp m rafty: :RaftService: :AppendEntries@dx00¢
request = @0x ] - .
Breakpomts raftpb: :App ntrie ?777@0x000074f55e69caa4 [lib/x86... 0
. (void) context;

> response = 0x7
777@0x000074f55e729c6¢c [lib/x86... 0

\ - N..COLCA A1 ADHNLC IO o . = . _ .
/ WATCH 18 Groups: 1, 2, 3 = auto r: Raft = this->ragk ; —-- Called from [tid: 4, sid: 1] ---
20 this->logger->debug(fmt: "{} received AppendEntries | B o q d_entri o
r->id = 1 21 request->leader id(), rehu rafty: :Raft::send_append_entries_rpc@dx
request->term() = 1 22 std: :lock_guard<std: :mutex> lock(&m: r->mtx m rafty: :Raft::send_heartbeat@dx00006456¢
23 L] A A N | ) | ) — CEalal~ all O'D

r->current_term 1

24 // receiver 1. impl . -
Runtime Expr Eval D> 25 if (request->term() < r->current_term) { Executing ¢ [grp_!d. A pE el seSSIf)nS)
P 26 response->set_term(value: r->current_term); > [grp_id: 3] raft_node_2 (1 sessions)

27 response->set_success(value: false); Vv [grp_id: 1] raft_node_0 (1 sessions)
" DDB BREAKPOINTS Flat 28 return Status::0K; > [sid: 1] raft_node_0 oN  ID O || )

> @ [bkpt 1] raft_se... 29 }

_ . Individual Control
O Session 2 | Thread 100, Frame 0 & Ln17,Col12 UTF-8 {} C++
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A Glimpse into DDB!

enve raft_service.cpp — raft-lab EXGCUtiOﬂ Control

v WATCH

24 // receiver 1. impl o -
Runtime Expr Eval D> 25 if (request->term() < r->current_term) { Executing ¢ [grp_!d. A pE el seSSI?nS)
P 26 response->set_term(value: r->current_term); > [grp_id: 3] raft_node_2 (1 sessions)
27 response->set_success(value: false); Vv [grp_id: 1] raft_node_0 (1 sessions)

v DDB BREAKPOINTS Flat 28 return Status::0K;
> @ [bkpt 1] raft_se... 29 }

SOSP 2026, Prague, Czechia

RUN AND DEBUG G+ raft_service.cpp X i > 2> ¥y TS50 8 - CALL STACK o
Vv Locals src > G+ raft_service.cpp > {} rafty > (@ RaftService::AppendEntrie v CALL STACK
2 s 7 grpCcpp_sync_ser |[Ud=343Z4... PAUSED
> this = @x58f4did2a0.. | 14 OTPEPPESYC=SETT
Vv grpcpp_sync_ser [ti... PAUSED ON STEP
> context = @x74f5000.. 15 Status RaftService::AppendEntries(grpc::ServerC grpepp_sync_ .[ .
> A = const raftpb:m rafty: :RaftService: :AppendEntries@dx00¢
raftpb: :AppendEntrie ?777@0x000074155e69caa4 [lib/x86... 0
> response = Ox7 (void) P——
. ... void) context; 277@0x00007455e729c6c  [lib/x86... 0
- > 19 v Groups: 1, 2, 3 auto r: Raft » = this->raft_;

--- Called from [tid: 4, sid: 1] ---

20 this->logger->debug(fmt: "{} received AppendEntries | .
21 request->leader id(), requ rafty: :Raft::send_append_entries_rpc@0x
—_ b
request->term() = 1 22 std::lock_guard<std::mutex> lock(&m: r->mtx); m rafty: :Raft::send_heartbeat@dx00006456¢
r->current_term = 1 23 V' RUN AND DEBUG: DDB SESSIONS Gr.. C {28

> [sid: 1] raft_node_O oN  ID O | )

Individual Control

O Session 2 | Thread 100, Frame 0 & Ln17,Col12 UTF-8 {} C++
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Status Quo of Interactive Debugging on Distributed Apps

GDB is still the only option, but it does not work well.

Caller Process Callee Process
int foo(int x) { ” int bar(int x) {
int response = grpc.bar(x); int y = x * 2;
return response; Network return y;
1 (Cross-RPC) 1

SOSP 2026, Prague, Czechia 13
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Debugging Distributed Apps with GDB

Attaching multiple GDBs to multiple distributed processes

Caller Process P Callee Process P
int foo(int x) { GDB int bar(int x) { GDB

int response = grpc.bar(x); int y = x * 2;

return response; return y;

SOSP 2026, Prague, Czechia 14
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Debugging Distributed Apps with GDB

Attaching multiple GDBs to multiple distributed processes

* Too many processes to manage manually.

* Hard to manage a constantly changing
set of processes.

Process

SOSP 2026, Prague, Czechia 15
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Debugging Distributed Apps with GDB

Tmux helps a bit... still not a pleasant experience... &

@ node-0 0 @ 1ssh

[New Thread 0x7fff47bff700 (LWP ] [New Thread Ox7fff523fd700 (LWP 4297)] at test/test_migrate.cpp:39
[New Thread Ox7fff3ffff700 (LWP : [New Thread 0x7fff50dfc700 (LWP 4298)] A (0 000000004374f8 in nu::Proclet<nu::Te
[New Thread 0x7fff3eefe700 (LWP - . [New Thread 0x7fff4f6fb700 (LWP 4299)] - run<true, true, true, int>(int (nu::T
[New Thread 0x7fff3ddfd700 (LWP ] [New Thread 0x7fff4e2fa700 WP 4300) ] est::x)())::{lambda(nu::Test&, nu::MethodPtr
[New Thread 0x7fff2677f700 (LWP ) [New Thread 0x7fff4d679700 WP 4301) ] <int (nu::Test::*)()>)#1}::operator()(nu::Te
[New Thread 0x7fff2597e700 (LWP [New Thread 0x7fff4ce78700 WP 4302)] st&, nu::MethodPtr<int (nu::Test::*)()>) con
[New Thread Ox7fffi1ffff700 (LWP [New Thread Ox7fff47f7f700 WP 4303) ] st (__closure=0x0, t=..., method_ptr=...)
[New Thread 0x7fffl1e47e700 (LWP 8 [New Thread 0x7fff4657e700 WP 4304)] at inc /impl/proclet. ipp:392
[New Thread Ox7fff1d97d700 (LWP )i [New Thread 0x7fff44e7d700 4305)] #2 0 00437536 in nu::Proclet<nu::Te
[New Thread 0x7ffflccfc700 (LWP [New Thread 0x7fff3f97f700 (LWP 4306)] st>::__run<true, true, true, int>(int (nu::T
[New Thread 0x7fff07d7f700 (LWP 5998: [New Thread 0x7fff3e2fe700 (LWP 4307)] est::*)())::{lambda(nu::Test&, nu::MethodPtr
[New Thread 0x7fff06efe700 (LWP 4) ] running with lpid = 1 <int (nu::Test::*)()>)#1}:: FUN(nu::Test&, n
running with 1lpid = 1 I am here 0 --Type <RET> for more, q to quit, ¢ to conti
nue without paging--Jj

[New Thread 0x7fff5d07c700 (LWP 4¢ [New Thread 0x7fff5087c700 (LWP 4984)] [New Thread 0x7fff52ffe700 (LWP ¢
[New Thread 0x7fff57e7f700 (LWP [New Thread 0x7fff3faff700 (LWP 4985)] [New Thread 0x7fff5217d700 (LWP
[New Thread 0x7fff553fe700 (LWP 446¢ [New Thread 0x7fff3e87e700 (LWP 4986)] [New Thread 0x7fff50dfc700 (LWP ¢
[New Thread 0x7fff54a7d700 (LWP 447 [New Thread 0x7fff37bff700 (LWP 4987)] [New Thread 0x7fff4bc7f700 (LWP
[New Thread 0x7fff43d7f700 (LWP 4¢ [New Thread 0x7fff36b7e700 (LWP 4988)] [New Thread 0x7fff4adfe700 (LWP
[New Thread 0x7fff4317e700 (LWP 4 [New Thread Ox7fff2bfff700 (LWP 4989)] [New Thread 0x7fff49f7d700 (LWP ¢
[New Thread 0x7fff2097f700 (LWP 4 [New Thread Ox7fff1f17f700 (LWP 4990)] [New Thread 0x7fff490fc700 (LWP
[New Thread 0x7fff1c9fe700 (LWP 4 [New Thread 0x7fff1d07e700 (LWP 4991)] [New Thread Ox7fff43fff700 (LWP
[New Thread 0x7fff1bd7e700 (LWP 4 [New Thread Ox7fff17b7f700 (LWP 4992)] [New Thread 0x7fff42e7e700 (LWP ¢
[New Thread 0x7fff1987d700 (LWP [New Thread 0x7fff16d7e700 (LWP 4993)] [New Thread Ox7fff17f7f700 (LWP
[New Thread 0x7fff1897c700 (LWP 4 [New Thread 0x7fff15e7d700 (LWP 4994)] [New Thread 0x7fff163fe700 (LWP ¢
[New Thread 0x7fff0b77f700 (LWP [New Thread 0x7ffefecff700 (LWP 4995)] [New Thread 0x7fff1537d700 (LWP
running with lpid = 1 running with lpid = 1 running with lpid = 1

. ): ) Ap OEWR  node-2-link-1

SOSP 2026, Prague, Czechia 16
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Debugging Distributed Apps with GDB

Backtrace becomes ineffective

Caller Process p Callee Process P
int foo(int x) { GDB int bar(int x) { GDB

int response = grpc.bar(x); int y = x * 2;
return response; > raturn -
1 Frame 0: bar

Frame 1: grpc.handler
Frame 2: thread_new

Backtrace stops at RPC boundary...
<—— RPC Boundary —--

SOSP 2026, Prague, Czechia 17
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Debugging Distributed Apps with GDB

Backtrace becomes ineffective

Callee Process
If you want to get the caller backtrace...
GDB

int bar(int x) {

» Which process is the caller inty = x % 2;
(among many processes)? > M coriza

» Which thread invokes the RPC BracRoisDan
(among many threads)?

Frame 1: grpc.handler
Frame 2: thread_new

<—— RPC Boundary —--

SOSP 2026, Prague, Czechia 18
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Debugging Distributed Apps with GDB

Timeouts are disruptive in interactive debugging!

Timeouts are widely used in distributed applications:

e Detect errors and failures

* Trigger failure handling or crash recovery

But... Pausing the execution with an interactive debugger will:

* Trigger unwanted timeouts

* Deviate the application state from the intended states for debugging.

SOSP 2026, Prague, Czechia 19
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Debugging Distributed Apps with GDB

Timeouts can devi i
A leader-based consensus protocol

3-Node Raft Cluster

SOSP 2026, Prague, Czechia 20
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Debugging Distributed Apps with GDB

Timeouts can deviate the application state!

3-Node Raft Cluster

@ .E

Timer with a timeout to initiate

mm  fajlure recovery (leader election)
—

SOSP 2026, Prague, Czechia
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Debugging Distributed Apps with GDB

Timeouts can deviate the application state!

3-Node Raft Cluster

Timeout
Deadline
| ‘ Timeline
Current
Time

Pause for 3 mins

SOSP 2026, Prague, Czechia
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Debugging Distributed Apps with GDB

Timeouts can deviate the application state!

3-Node Raft Cluster

@ .E
Resume the execution

SOSP 2026, Prague, Czechia
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Debugging Distributed Apps with GDB

Timeouts can deviate the application state!

3-Node Raft Cluster

@ .E
Resume the execution

SOSP 2026, Prague, Czechia
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Debugging Distributed Apps with GDB

Timeouts can deviate the application state!

3-Node Raft Cluster I Not the same system !!

€ ’E CJ 0
Resume the execution
@ ‘E @ .I G ’E @ .I

SOSP 2026, Prague, Czechia
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Achieving Interactive Distributed Debugging is Challenging

Manually managing Unified View + Intent-
individual processes Preserving Control Plane
Backtr reak PC-
acktrace breaks at RPC Distributed Backtrace (DBT)
boundary

Timeouts disrupt the j‘> :
use-Erased Tim
intended debugging flow [ Pause-Erased Time (PET) ]

SOSP 2026, Prague, Czechia 26
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Achieving Interactive Distributed Debugging is Challenging

Manually managing Unified View + Intent-
individual processes Preserving Control Plane
Backtr reak PC-
acktrace breaks at RPC Distributed Backtrace (DBT)
boundary

Timeouts disrupt the j‘> :
use-Erased Tim
intended debugging flow [ Pause-Erased Time (PET) ]
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Distributed Backtrace (DBT)

How to locate the caller when backtracing from the callee?

Which thread and which
process is the caller of “bar”?

SOSP 2026, Prague, Czechia
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Distributed Backtrace (DBT)

How to locate the caller when backtracing from the callee?

IP, PID Which process?

SOSP 2026, Prague, Czechia 29
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Distributed Backtrace (DBT)

How to locate the caller when backtracing from the callee?

Works transparently on
both kernel threads and

user-level threads

l‘ IP, PID Which process?
\ [ o e
\\bi Thread Program Counter (RIP), Stack
- Context Pointer (RSP, RBP), etc.

SOSP 2026, Prague, Czechia
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Distributed Backtrace (DBT)

How to locate the caller when backtracing from the callee?

IP, PID Which process?
CT:hread Which thread?
ontext

SOSP 2026, Prague, Czechia 31
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Distributed Backtrace (DBT)

How to locate the caller when backtracing from the callee?

2 - 3

RPC

IP, PID

Thread
Context

SOSP 2026, Prague, Czechia 32
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Distributed Backtrace (DBT)

How to locate the caller when backtracing from the callee?

- N

RPC

Vi

IP, PID

Thread
Context

SOSP 2026, Prague, Czechia
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Pause-Erased Time (PET)

Problem: Pausing execution triggers unwanted timeouts

Key idea:
Remove all paused durations from the perspective of debuggee processes.

» Supply the pause-erased timestamp to the process.

SOSP 2026, Prague, Czechia 34
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Pause-Erased Time (PET)

Example

Pause Resume

Paused Duration =T2 - T1

o =y

P g DS
Tx 4 Trealr (T2 - T1)

- -m

| ~ Real Timestamp

Time

T1 12

SOSP 2026, Prague, Czechia
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Design Evaluation

Pause-Erased Time (PET)

Example

Pause Resume

Time

T1 12

SOSP 2026, Prague, Czechia

Paused Duration = T2 - T1
Tx = Treal - (T2 - T1)

Paused duration accumulates for repeated
pauses throughout the lifetime of debugging.

36
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More Details in the Paper

» Distributed Backtrace
» Thread ID vs. Thread Context.
» Distributed stitching.

» Optimization opportunities for constructing a long calling chain.

» Pause-Erased Time:
» When sleep is trapped in the kernel, providing a pause-erased timestamp alone is insufficient.
» Correctness guarantee.
» Guarantee under the interaction of external services.

» Time API semantic coverage.

SOSP 2026, Prague, Czechia 37
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Evaluation

Does DDB improve diagnostic reliability over existing tools?

SOSP 2026, Prague, Czechia 38
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Does DDB improve diagnostic reliability over existing tools?

Each participant is asked to conduct a debugging session to resolve three distributed
fault cases using three different debugging tools.

» DDB
» OpenTelementry (baseline)
» GDB (baseline) Metric

» Success Rate (localize/fix)

Time Limit: 20 min per case.

SOSP 2026, Prague, Czechia 39
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DDB Interface Challenges

Design Evaluation

Does DDB improve diagnostic reliability over existing tools?
(Success Rate)

SOSP 2026, Prague, Czechia

Success Rate (%)
o S
) ) O
| | |

\'e} O .
B Localize 1 Fix

Success Rate

o DDB: 100% 89%
o GDB: 44% 22%
o OTel: 33% 11%

40
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Design Evaluation

Does DDB improve diagnostic reliability over existing tools?
(Success Rate)

SOSP 2026, Prague, Czechia

Success Rate (%)
o S
) ) O
| | |

\'e} O .
B Localize 1 Fix

Qualitative Analysis:

* Tracing’s iterative instrumentation

process is too slow to debug effectively.

GDB is hard to handle more than 3
processes, and timeout issues prevent
users from properly inspecting the
intended debugging state.

41




WEBSITE

Summary

DDB: An Interactive Debugger for Distributed Applications

» Distributed tracing’s instrumentation is cumbersome for quick reasoning and fast prototyping.

» Timeout is one of the main reasons conventional interactive debuggers have failed in

distributed applications, but it can be masked effectively.

DDB website: https://usc-nsl-ddb.github.io/landing-page/

SOSP 2026, Prague, Czechia 42
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WEBSITE

More to Come

DDB: An Interactive Debugger for Distributed Applications

» We implemented a reference VSCode extension.

» DDB provides sync/async APIs to build external Uls (e.g., Web UL, TUI).

» We are extending the backend debugger support to LLDB and more...

DDB website: https://usc-nsl-ddb.github.io/landing-page/

SOSP 2026, Prague, Czechia 43
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